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Vessel by the numbers
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Maritime Digital Transformation by the keywords

Source) Starlink satellite, https://satellitemap.space/



Threat of Cyber attacks

Source) 2023 world economic forum, the global risks reports 2023 WEF_Global_Risks_Report_2023.pdf (weforum.org)

https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf


Threat of Cyber attack in Maritime Industries

Source)  The Maritime Cyber Attack Database, https://maritimecybersecurity.nl/ 



Threat of Cybersecurity in Korea

Source)  Microsoft Digital Defense Report 2023



Threat Scenarios on ships
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Ref. Image) https://knutsenballastwater.com/ Ref. Image) http://marineworks.co.kr//

CAPSIZED LOST CRUSH



Response to maritime cyber threats

Source) Korean Register, Cyber safety Newsletter



Response to maritime cyber threats

Source) KISA Insight 2023 Vol.4, EU의 디지털 미래 구축을 위한 사이버보안(Cybersecurity) 방향과 시사점

European Parliament
The six policy priorities of the ‘von der Leyen’ Commission.



Response to maritime cyber threats

Cyber Systems Panel
Recommendation

No. 153~164
Recommendation

No. 166

Unified 
Requirement

E26 / E27

Source) Korean Register, Overview of IACS UR E26

Identify 

Protect

Detect

Respond

Recovery

선내시스템, 사람, 자산, 데이터 및
기능에 대한 사이버보안 리스크를
관리하기 위한 조직적 이해를 개발한다.

사이버 사고로부터 선박을 보호하고 선
박 운항의 연속성을 최대화 하기 위한 적
절한 보호 장치를 개발 및 구현한다.

선내 사이버 사고의 발생을 탐지하고
식별하기 위한 적절한 조치를 개발하고
구현한다.

선내에서 탐지된 사이버 사고에 대한 조
치를 취하기 위한 적절한 조치 및 활동을
개발 및 구현한다.

사이버 사고로 인해 손상된 선박 운항에
필요한 모든 기능 또는
서비스를 복구하기 위한 적절한 조치 및
활동을 개발하고 구현한다.



Response to maritime cyber threats

Type: 50,000dwt Oil Tanker
Owner: Republic of Korea
Period : about 6 month

Joint Development Project



Design of Cybersecurity to onboard vessel

No. Component Name IP Address Subnet Mask MAC address
Malware Prot
ection Means

Interface to ot
her Systems 

Interface Met
hod

OS Software Firmware
Access Contr

ol
Version

Maintenance
Method

Last update  

Scope of E26
Name

Name Version Last update Name Version Last update Name Version Name

1 No.1 ECDIS

LAN1:XXX.XXX.X
XX.XXX

XXX.XXX.XXX.XX
X

X X X LINUX N/A - BIOS 1.1 2023.X.X BIOS 1.1 2023.X.X N/A - BIOS
LAN1:XXX.XXX.X

XX.XXX
XXX.XXX.XXX.XX

X

2 No.2 ECDIS

3 S-BAND RADAR

4 X-BAND RADAR

5 AIS

6 VDR

7 SPEDD LOG

8 SPEDD LOG

9 ECHO SOUNDER

10 No.1 GNSS

11 No.2 GNSS

12 MF/HF

13 No.1 INMARSAT-C

14 No.2 INMARSAT-C

15 No.1 VHF

16 No.2 VHF

17 No.3 VHF

18 NAVTEX

19 FAX

Example of Vessel Asset Inventory List, K Shipbuilding CS System



Design of Cybersecurity to onboard vessel

Example of Zone and Conduit Diagram, K Shipbuilding CS System



Design of Cybersecurity to onboard vessel

Example of Test Plan, K Shipbuilding CS System

PLAN DO RESULT
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Design of Cybersecurity to onboard vessel



Design of Cybersecurity to onboard vessel

APPROVED document for Approval, K Shipbuilding CS System



Sustainable maritime cyber security ecosystem

Source) IMPLEMENTING SMART SHIP TECHNOLOGY TO REACH IMO 2030/2050 EMISSIONS TARGETS, Hatteland Technology

HANDLING THE DATA PROCESSING REQUIREMENTS OF GREEN TECHNOLOGY 

Source) Digitalization is a key enabler for the energy transition, Martin Herrmann, PEEF 2017

The energy world of tomorrow, 3D energy grid



Cyber Security Awareness

Type Approval

Company with Security Policies

Sustainable maritime cyber security ecosystem

Cyber Security

Ecosystem

Shipbuilder
(System Integrator)

Equipment
Maker

Shipowner 
(Operator)

Cyber Security Awareness

Trained IT Crew

Company with Security Policies

Approved Security Equipment
Trained IT Engineer
Company with Security Policies



Sustainable maritime cyber security ecosystem

Maritime

Digitalization

Ecosystem

Shipbuilder
(System Integrator)

Equipment
Maker

Shipowner 
(Operator)

ZERO TRUST

ZEROEMISSION


