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Vessel by the numbers
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Maritime Digital Transformation by the keywords

Autonomous Cybersecurity

Digital Twin Smart Yard

Starlink Robotics

Source) Starlink satellite, https://satellitemap.space/
e 7lolzd
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Threat of Cyber attacks

Higher no.
of respondents

Energy supply crisis @

Cost-of-living crisis @

Rising inflation @
Cyberattacks on
critical infrastructure

@® -ood supply crisis

12
£ Disruptions in global supply g
T chains for non-food goods
8
Q
e
S Weaponization of )
% SANOIHC oy 2] Failure to set and meet
& @ Debt crisis national net-zero targets
@® Weakening of human rights
Continued waves of COVID-19
Structural failures @ Deployment of nuclear weapons
heaith systems ® Deployment of chemical and biological weapons
Ranking Higher ranking
Risk categories I Economic I Environmental I Geopolitical I Societal I Technological

Source) 2023 world economic forum, the global risks reports 2023 WEF Global Risks Report 2023.pdf (weforum.org)

Business

Failure of climate-change adaption

Widespread cybercrime
and cyber insecurity

Adverse outcomes
of frontier technologies

Digital inequality

Digital power concentration \.
.\. Terrorist attacks .

Mis_informaﬁon and
Breakdown of critical . disinformation

information infrastructure

Proliferation of illicit
economic activity

. Interstate conflict
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https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf

Threat of Cyber attack in Maritime Industries

Source) The Maritime Cyber Attack Database, https://maritimecybersecurity.nl/

¥ Threatens Release

Cyberattack

world's largest company

classification a
ety hit by 1 South

somware Attack
acting over

bﬁ spear-phishing attack using
phishing website

Putin's Yacht "Graceful” hit by
hacking/spoofing attack in
Kaliningrad, Russia

Mabanaft GmbH and Oil tanking
GmbH Group hit by Ransomware
attack in Germany

Nine Swedish Navy vessels hit by
AIS spoofing attack in the Baltic
Sea

Blue Water Shipping hit by a
Malware attack in Denmark

AIDA Cruise Ships hit by
ransomware attack in Rostock,

~ Germany

USS Roosevelt hit by AIS spoofing

. attack in Polish waters to appear

in Russian territorial waters near
Kaliningrad

ThyssenKrupp Marine Systems hit
Lo, b | P e 1.2 i~

Moiith B ShlpS Month

December
Month S
! ~ Reference number Impact area Janvary
4 Impact area
| 20221201 Shore
e te number Impact area Shore
ident locati ident country Shore, Offshore
Incident country
Lisbon Portugal 3 .
location Incident country South Korea
Victim country Victim identity Norvay
orea Victim identity
E&I AR s
R Fortved! Portof Lisbon vy Victim identity L i
— undai Merchant Marine
Ferry on the Borholmslinjen DNV Classification Society
(Borholms line) delayed after GPS
jamming incident i Method
Hapag-Lloyd in Hamburg hit Mciware

pty, Shipping  Ransomware

T"Rorea

sel 'Lucky Star' dark activity in
ynim, North Korea

da Shipyard in Vladivostok,
ia hit by DoS/GPS spoofing
ck

da Shipyard in Vladivostok,
ia hit by DoS attack

ort of Nagoya, Japan hit by
ansomware Attack by Lockbit
roup

kyo MOU Port State Control in
e Asia-Pacific Region belatedly
sports Cyberattack in 2022

ipping line Kawasaki Kisen Kaisha
-Line) hit by data breach in Japan

ipping company K Line hit by

jalware attack in Japan
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Threat of Cybersecurity in Korea

70 Microsoft Digital Defense Report 2023 Chapter 3 Nation State Threats =—

N O rt h KO re a Countries most targeted by North Korean state-sponsored threat actors
Unsurprisingly, the US and South Korea comprise over 50 percent of North Korea's cyber focus.
Threat actor naming 50%
taxonomy: Sleet

We observed an increase in the
sophistication of North Korean cyber
operations and targeting overlaps
among North Korean threat actors.

® For more information on threat actor
naming, see pages 10-11.

Denmark
South Africa

United States
South Korea
United Kingdom
Switzerland

Source) Microsoft Digital Defense Report 2023
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Threat Scenarios on ships
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Ref. Image) http://marineworks.co.kr//
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Response to maritime cyber threats

® International status of maritime cyber security

I 2019 Maritime Authority established i nivioo
the Maritime Cybersecurity Unit.
-§| (=4 2017 U.K government launched Code :
S Cyber Security for Ships =
¢++ ., dcsa

2016 BIMCO published Guidelines on Cyber Security Onboard Ships
2017, 2018. 2" and 3" Version of Guidelines on Cyber Security
Onboard Ships .
2020 4™ Version of Guidelines on Cyber Security Onboard Ships
2019 DCSA publishes Implementation Guide for Cyber Security
on Vessels v1.0.

\9/ kﬂi \% 2017 IMO approved GUIDELINES ON MARITIME CYBER RISK MANAGEMENT.
%’iﬁ_j{’zﬁ 2017 IMO has given shipowners and managers until 2021 to incorporate cyber risk
management into SMS in ISM Code

I A(S 2021 UR for new ship is developing.

2017 USCG developed draft of Guidelines for Addressing Cyber Risks at
Maritime Transportation Security ACT (MTSA) Regulated Facilities.

2019 MPA opened 24/7 Maritime
- Cybersecurity operations centre.

2020 USCG published Vessel Cyber Risk Management Work Instruction

(CVC-WI-027(1)).

The Administration asked the shipowners, ship’s
managers, etc. that cyber risks should be
appropriately addressed in a SMS no later than the
first annual verification of the company’s Document of
Compliance that occurs after 1 January 2021.

Note. 22 flag states like USCG, Marshall Island,
Singapore, Australia, Cyprus, Vanuatu decided to

make it compulsory.

y
O ArTIME

Source) Korean Register, Cyber safety Newsletter

2017 TMSA 3 includes procedure and requirement including threat
identification related to cyber security.

2018 SIRE VIQ 7 7.14 Cyber Security was added.

2022 SIRE 2.0 7.5 Cyber Security introduced detailed requirements.

l 2017 Rightship revised “Inspection and Assessment Report for Dry

Cargo Ships” in which check list on risk assessment and

contingency plan for cyber security is added.

2021 RightShip Inspection Ship Questionnaire (RISQ) includes
requirement of cyber security like incorporation of cyber risk
management in SMS.

OCIMF
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Response to maritime cyber threats

The six policy priorities of the ‘von der Leyen” Commission.
Proposals for this term annoyn

A European A Europe fitforthe | Aneconomy that works A stronger Promotingour A new push for

Green Deal digital age for people Europeinthe Europeanway oflife  European
world democracy
CIX|2 AL & 25t 92 (A Europe fit for the digital age)
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Response to maritime cyber threats

VERITAS

DNV

KOREAN REGISTER

International
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Response to maritime cyber threats
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APPROVAL IN PRINCIPAL APPROVAL IN PRINCIPLE

IACS UR E26, Cyber Resilience of Ships
June26 2023

Certificate No. : 1CTOMS386-SSR-AIPO216 Date : 26% June 2023
Product : Methodology for Design and Implementation Process Cyber Resilience of Ships
(IACS UR E26)
Desigaer + K Shipbuilding Co., Ld.
60, Mycongje-ro, Jinkae-gu, Ch 41, G;

+ ForceTEC Co., Ltd.
6, Ju iaero 228beon-gil, Seongsan-gu, Changwon-si, Gyeongsangnam-do,

This is fo certify that tbe concept design of Methodology for Design and Implementation Process
Cyber Resilience of Ships (IACS UR E26) has been reviewed in accordance with the following
Regulations :

* Cyber resilience of ships (IACS UR E26)

“c 2 CS UR E27)

The evaluation has been based oa the submitted technical documents. The approval conditions are
described on a separate document fitled "Statement for Approval in Principle”.

Issued at Headquarters of KR

Type: 50,000dwt Oil Tanker
Owner: Republic of Korea
Period : about 6 month
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{ ]ge& 1 KIM Dacheon

[ I Executive Vice President
< Y

R&D Division
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Design of Cybersecurity to onboard vessel

LANT:XXXXXX.X | XXX XXX XXX XX
XX XXX X

1 No.1 ECDIS LINUX N/A BIOS 1.1 2023.X.X BIOS 1.1 2023.X.X N/A BIOS

LANT:XXXXXX.X | XXX XXX XXX XX

XX XXX X

2 No.2 ECDIS

3 S-BAND RADAR

4 X-BAND RADAR

5 AlS

6 VDR

7 SPEDD LOG

8 SPEDD LOG

9 ECHO SOUNDER

10 No.1 GNSS

11 No.2 GNSS

12 MF/HF

13 No.1 INMARSAT-C

14 No.2 INMARSAT-C

15 No.1 VHF

16 No.2 VHF

17 No.3 VHF

18 NAVTEX

19 FAX

Example of Vessel Asset Inventory List, K Shipbuilding CS System
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Design of Cybersecurity to onboard vessel

External Communication
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2
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{I) Fcs ey
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FortiGate FG-60F
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Propulsion (Engine Control Systam)

|—| VBN Firewall

]

c3

ws4as | | sedalEthemet | ModbesteR )
Conrter (MBI 70)

N

[ I I
M-Band S-Band Ne.1
Racar Radar ECDIS

Mo2 Inteligent Hub (HUE-

VDR Data Collecting Unit (VR-T010)

Compass

| Al ||DGPS||D'P

RS422 ’.‘ M?‘.‘ RS422 * ml.i
Foudder le Echo
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Sensor Adapter (MC-30005), in VDR
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Example of Zone and Conduit Diagram, K Shipbuilding CS System

x x X L) )
MpPerrnmameH Satellite || || || |
Montiorn e BIMWAS. AMS BMS

Cable Legend
L LAN

------- * SERMAL INTERFACE(RS4Z2 RS485)
* ARCMET

Zone

:| - OFE (Owner Furnished Equipment)
[ : Tamgeted system of oP

:| - Nan-Targeted System of IDP
Conduit

€1 : Communication between untrusted netwarks

£2 : Commurication to systems in a security 2one and unirusted networks
3 : Commurnication bebesen systems in different security zones

¢ ForceTEC Co. Ltd.
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Design of Cybersecurity to onboard vessel

PLAN RESULT

Page 51729 Ban Atk vani - e
r Scheme of Onboard Test Model No S0KPC10 pandwiet : L hour
s B i o - [\ Cyber Resilience of Ships Hull Ho. 1936 125.0 Mbps
100.0 Mbps
1.5 TEST RESULT FOR ‘Security Zones and Network Segmentation’ .
5.0 Mbps
50.0 Mbps
___________ 1) Result of network interface
RESULT 25.0Mops
Ho. SYSTEM EXPECTED RESULTS
PASS | FAIL Obps A
11:50 12:00 12:10 12:20 12:30 12:40
1 Main Network a a
________________________ a T 5 o 102.19 Mbps - 312bps
E3r2) M I Communication
I 3 Main Engine a ]
I 2) Result of network scanning
I RESULT -
No. ITEM IP ADDRESS EXPECTED RESULTS
I PASS | FAIL -
| -—
1 | Firewall#1 m] m] -—
% K 8 : =
2 | Fortiswitch a a —
pom&m port20 | :
————————————————————— - 3 SPIDER OT [m] [m]
_____ 4 Firewall #2 O O
Intelligent
5
Hub D D
) 6 | VPN Router a a
I
] 3) Comment
1 I % No. ITEM COMMENTS REMARK
Engine Control System Navigation & Communication System
Result:
Witness : Date:
Buyer Class Builder
Example of Test Plan, K Shipbuilding CS System K Shipbuilding
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Design of Cybersecurity to onboard vessel
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Design of Cybersecurity to onboard vessel
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Joint Development Project
for Pilot Application of IACS U

Vessel Asset Inventory

Document No.: V4
Security Classification: Business — Intemal

( WE
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Joint Development Projeq
for Pilot Application of IACS

Zone and Conduit Diagram

Document No.:
Security Classification: Business — Intemal|

Joint Development Project (JOP)
for Pilot Application of IACS UR E26

Cyber Security Design Description (CSDD)

Document No.: V71C3000
Security Classification: Business — Intemal use only

Joint Development Project (JI
for Pilot Application of IACS UR §

Cyber Security Test Plan (CSTP)

Document No.: V71C4
Security Classification: Business - Intemal use

Joint Development Project (JDP)
for Pilot Application of IACS UR E26

Cyber Risk Assessment Report

Document No.- V71C5000
Security Classification: Business - Intemal use only

APPROVED document for Approval, K Shipbuilding CS System
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Sustainable maritime cyber security ecosystem

HANDLING THE DATA PROCESSING REQUIREMENTS OF GREEN TECHNOLOGY

»H
Data

Smart ship technology will
drive exponential increase in
data volumes and processing
reguirements

Automation Mavigation
Energy
management

Cloud

IoT

-
IMO's GHG strategy aims to
reduce the shipping
industry’s total carbon
emissions by 40% by 2030

2010 2020 2030

Source) IMPLEMENTING SMART SHIP TECHNOLOGY TO REACH IMO 2030/2050 EMISSIONS TARGETS, Hatteland Technology

The energy world of tomorrow, 3D energy grid

Grid & Infrastructure

Decarbonisation Decentralisation

\

Renewables Retail

Digitalisation

Source) Digitalization is a key enabler for the energy transition, Martin Herrmann, PEEF 2017
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Sustainable maritime cyber security ecosystem

/

Approved Security Equipment
Shipbuilder Trained IT Engineer
(System Integrator) Company with Security Policies

- Mk,
< ~
- \ .

Cyber Security Awareness Cyber Security Awareness

Cyber Security |
Trained IT Crew Ecosystem . l‘ Type Approval

. —ti Company with Security Policies
Shipowner Equipment

(Operator) ~ Maker
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Sustainable maritime cyber security ecosystem

e

Shipbuilder
(System Integrator)

Maritime

Digitalization Q

Ecosystem -
Shipowner y Equipment

(Operator) Maker
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